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Don't just think about it, build it
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On our regcast today

Trevor Kelly and Andy Cooper HP
Dale Vile Freeform Dynamics
Tim Phillips The Register
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Many types of wireless devices - BYOD?

How do you enable a successful BYOD strategy?

The A Register )



Types of BYOD

Driven by telecoms cost reduction

VOice 0] |y Company phone replaced with allowance
No access to corporate network, apps or data

Driven by user desire and convenience
Perk adCCess Connect personal devices to internet via WiFi while in the office
Access to published services only (e.g. OWA/ActiveSync)

Aut h (0) ri Sed com pa n | on Driven by user convenience, and perceived productivity

. Use of personal device alongside company equipment
d evice Direct but limited access to corporate network, apps or data

AUthoriSEd SU bstitute Driven by user desire for freedom, business desire for flexibility

. Personal device used in place of corporate device
de\"C e Full access to corporate resources and support services
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Mixed views

Organisational disjoints and
inefficiency

Increased IT delivery and
support costs

Security, compliance and data
protection risk

More stress for IT staff

Better personal productivity

Savings on equipment and
service fees

Access to information anytime,
anywhere

Happier end users




Extremes of BYOD

PC/Mac

Tablet or slate

Smartphone ,
Personal phone

used to make the
odd business call

Y |

/
/

Full PC directly
connected to
the corporate
network that's
essential to the

/| user

Voice
only

Via the
Internet

Network
access

4

/Essential

Useful

Preferential

The R Register




BYOD security policy

Location

Device

T AU A

Anti Virus
Check ? 'Y McAfee avast!

i be free
Software

Is Guest Access good enough ?
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Is your network ready for BYOD?

T 1Gb or 10Gb ?

A And the
versus | | o network core ?
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Education - mature BYOD environments

Robust
wireless W By
infrastructure St

1000s of people
Diversity of roles

Can we apply this knowledge

L . to enterprise environments ?
Diversity of devices
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Legacy networks unprepared for BYOD

Complex, Limited and Vulnerable

/ Separate Networks & Management

/- Wired Network Wireless Network =

/ Limited BYOD Essentials D D D
L%J ((%))

j— — -/
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Complete Unified Bring Your Own Device (BYOD) Solution

Simple, Scalable and Secure

/ Unified Wired & Wireless Network & Management

Unified Wired-Wireless Network —

/ Unified BYOD Essentials / |;] D D L"_F]
(

= ) [ (1)
= Pl
=
G Monitoring
.
]'] Provisioning
On-boarding /
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Security Considerations

Is your What is your What are Ugh! How do |
Who are device role and you keep my
you: compliant? device type? accessing? @ network safe?

Should be. Guest with Email,

I'd like User or Yes, may | Whatcan| Window8  search,

Guest connect? . -
access : ’ o .
Credentials access” Mobile social media
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On-board, provision and monitor

On-board

User self registration

*Advanced device
identification

k

Corporate Networ

| have
access

~

Converged Management ' '
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On-board, provision and monitor

On-board Provision

«User self registration ," *Policy based provisioning

*Advanced device
identification

Corporate Network

\ 7
\/

| have
access

~

Converged Managementg '
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On-board, provision and monitor

On-board j‘ | ;i 3 Monitor

b User self registration VE ® -Monitor threats & quarantine

*Advanced device *Access history

identification sAnalytics to optimize user
experience

\

I have Network
=icizes is running
well

_ ' ‘ L

S e
Converged Management H-
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Wider Mobility/BYOD thoughts from HP

Virtual Desktop Infrastructure
Converged Management
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Scoping the project

Understand behaviour and motivation
Segment user needs and wants

Deal with most pressing cases
Create a sustainable environment




Tips for creating the right environment

Thlnk and plan » Consumerisation: a part of end user computing

* About end-point diversity and user choice

hOIiStica | Iy * Changes are inevitable

I_iSten bUt don't * Involve users in planning

» Segment users, provide choice only where needed
pa n d er * Be clear on what's acceptable

* Hard core and flexible edges

FIEXi ble but Safe * Use client S/W where needed, beware of sprawl

* Virtualise the edge wherever possible

Em pIOy "j USt enou gh" « Visibility, control and effective support

» Track personal and business use

Man age ment * Avoid contraints that send activity underground
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Further reading

HP Cloud Infrastructure Zone - BYOD
bit.ly/12j70tA

HP BYOD Solution
bit.ly/169ct75
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Thanks for joining us

events will be made available on
The Register in the near future.

a/ An archived version of today’s
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