M@ FREEFORM
NDYNAMICS

m Inside Track
W Research Note

Turning the tables on
cloud service providers

Experienced customers are now
calling the shots

in assoc jation with

¥ OVHcloud



Turning the tables on cloud service providers Page 2

That was then...

When the cloud computing bandwagon got underway about a decade ago, it was
met with much eye-rolling and scepticism within the IT pro community. It wasn't
that IT teams didn't see the potential, it was more that the industry marketing
machine got totally out of control. Evangelists positioned cloud services as the
answer to all IT problems, with rhetoric that predicted the death of on-premise
infrastructure and a shrinking role for all those working in enterprise IT.

It wouldn't have been so bad if the service provider community could actually
deliver on the promises. With every player making it up as they went along in
their own unique way, however, the early market was defined by immaturity,
inconsistency and all too often by customer confusion and disappointment.

But the industry kept pushing and pushing and IT teams in the mainstream
gradually relented. Even though few bought into the hype, and services weren’t
always scoped and shaped in a way they would ideally want, they began to
experiment and tentatively adopt what was on offer. There was a sense, though,
that activity was primarily driven by vendor and service provider agendas and
interests rather than those of the customer.

...this is now

Wind the clock forward and our latest survey of 166 IT professionals paints quite
a different picture. The scepticism is now largely behind us and cloud services
are today considered by most to be an integral part of IT delivery (Figure 1).

How much do the following apply to your organisation?

Use of cloud services is considered strategic to our business 68% [ 24% 7%
Cloud services are an accepted part of our IT service delivery “I\ 5%
We make use of a number of different cloud service providers 48% 36% 15%
B Fully W Partially Not at all Unsure

Figure 1 Cloud services are now accepted as an integral part of IT delivery
However, we shouldn’t take this to mean that providers are now fully tuned into

customer needs. Things have improved in this respect, but more significant is
how customers have wised up to what matters and why (Figure 2).

We have learned a lot over the past few years about what matters in a provider

39% A%

17%

g
Za 1%

Strongly agree Agree Neutral/Unsure Disagree Strongly disagree

Figure 2 Experience has led to a greater understanding of what matters when it comes to cloud services
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Building on such findings, it's clear that we've reached an inflection point.
Impetus has shifted from an industry push to a more informed customer pull. As
part of this, increasingly cloud-savvy IT teams are now taking control of the
agenda, putting providers under the spotlight and making decisions in a more
coordinated, clued-up and objective manner (Figure 3).

How much do the following apply to your organisation?

We try to take a coordinated approach to cloud service adoption 37% 40% 20%

Criteria have been defined for selecting cloud service providers 29% 40% 26%

W Fully m Partially Not at all Unsure

Figure 3 IT teams are taking control of the agenda and putting providers under the spotlight

Let’'s take a closer look at some of the key developments that have led up to this
significant shift.

Lessons learned the hard way

The big American hyperscalers get a lot of the attention when cloud is discussed
in the media. It's therefore not surprising that such players stand out prominently
when you look at activity and commitment. But if you zoom out and consider the
broader landscape, significant collective experience is evident across a whole
range of provider types. Included here are local and regional players, specialists
focused on specific applications or industries, and even cloud brokers (Figure 4).

How would you characterise your current use of and/or commitment to the following types of service provider?

The big, generic US-headquartered hyperscalers e.g. Amazon, Microsoft, Google 64% 21% 3%'
Providers aligned with your infrastructure or application allegiances e.g. IBM, Dell, SAP, Salesforce.com 12% .

Specialist providers e.g. focused on a specific industry or use case [ERESS 22% 4%'
Local providers e.g. serving a specific country or geographic region [EEEES LEE I 7% .

Non-US providers with broad international reach e.g. headquartered in Europe or Asia 4%'

Cloud brokers/arbitrageurs e.g. to consolidate usage and manage workloads across multiple clouds S%I

M Committed use M Use but not especially committed Use but would ideally drop M Already dropped

Figure 4 Significant collective experience is evident across a whole range of provider types

From a research perspective, this means we are tapping into a rich seam of
real-world knowledge and experience of what matters and why when it comes to
selecting and working with cloud service providers. And with experience often
gained the hard way, this makes some of the insights even more valuable.

They said it would be cheaper

Despite the evangelist promises that were trumpeted so loudly and incessantly
in the early days, it turned out that cloud services didn't universally help to make
everything cheaper and easier to manage from a cost perspective. Some of
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those encountering challenges in this area have clearly worked through them
over the years, but many are still grappling with the issues (Figure 5).

How would you sum up the following potential problems with cloud service adoption and use?

Our cloud service costs are difficult to manage 23% 18% 30%
Cost transparency is a particular issue with some providers 18% 25% 29%
We are spending more on cloud services than we need to 14% 24% 30%

Unfavourable contract terms represent a current or future risk 13% 10% 2 37%

|‘
o |

B Encountered but dealt with W Current challenge M Emerging or expected challenge Not seen or expected Unsure

Figure 5 Many have encountered cost-related challenges

The suspicion, of course, is that a significant proportion of those not seeing or
anticipating issues simply haven’t gathered enough experience yet to identify the
common pain points. The kinds of things we are referring to here came through
when study participants were asked what they need from providers that they
aren't currently getting. Here are some relevant examples from the wish list:

“Accurate billing records that can be trusted.”

“More price transparency. We shouldn’t have to work so hard to figure
out the cost of each component that makes up a service.”

“More transparent costing and auto-shutdown of unused systems.”
“More bill insights and cost projections based on previous usage.”
“Easier cloud expenses calculation plus future cost prediction.”
“Reasonable pricing and contract terms for smaller businesses.”
“More flexibility in pricing and payment.”

A few comments referred to better rates, more favourable pricing and similar,
but most of the costrelated challenges expressed were associated with
flexibility, predictability and visibility. Indications are that IT professionals are
well-beyond expecting cloud services to be cheap; what they want from
providers is more assistance, tools and cooperation to keep service fees under
control.

They said it would be simpler

Another area in which evangelist promises turned out to be misleading is in the
management of complexity. It all sounded so attractive - let the provider look
after all that boring infrastructure and platform stuff, and refocus your attention
on higher-level activities that add value more directly to the business.

The truth is that experienced IT professionals never really bought into such
claims. Two things became apparent quite quickly when you zoomed out to the
bigger picture. Firstly, it was very unlikely that any single provider would be able
to solve all your business needs. Secondly, it simply makes more sense to keep
some applications and workloads on-premise. None of this has changed.
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The upshot is that any simplification in the context of individual solutions or
services is generally cancelled out by yet another set of integration
dependencies and operational management considerations. With this in mind,
some would even argue that cloud adoption over the past few years has actually
added to the complexity in most enterprise IT environments. Either way, while
some have again dealt with the issues, others are still working through the
integration and operational challenges associated with hybrid IT (Figure 6).

How would you sum up the following potential problems with cloud service adoption and use?

Integrating cloud services with on-premise systems is a challenge 27% 24% 27%
Integrating cloud services with one another is a challenge for us 17% 17% 36%
Operating our cloud service estate takes too much time and effort 42%
B Encountered but dealt with W Current challenge W Emerging or expected challenge Not seen or expected Unsure

Figure 6 Managing hybrid/multi-cloud environments isn’t always that easy

As with cost management, our research respondents’ comments highlight some
of the things they want to see more of from cloud service providers:

“Better integration with on-prem databases and applications.”

“Commitment to application integration based on customer rather than
marketing needs.”

“APIs and services specifically designed to interoperate with other
cloud providers. Currently, they seem designed to prevent or frustrate
interoperability.”

“Better connectivity between our on-premises network and the cloud to
deal with latency and throughput requirements.”

“More open collaboration with in-house IT.”

“Documentation on the extent of compatibility with open specifications
and industry standards.”

Some study participants wrote complete anecdotes about their integration and
compatibility related woes. The big call to action for service providers here is to
appreciate that services are seldom used in isolation, so it's important to enable
harmonious coexistence with other cloud services and on-premise systems. This
applies at a process as well as a systems-level, e.g. providers will often need to
work with IT teams throughout the implementation and operations cycle.

Our advice to customers is to pay special attention to integration, portability, and
overall complexity considerations when making cloud-related decisions. The
challenges discussed previously around charging, billing and cost management
are often more acutely obvious, but the costs and overheads caused by
excessive complexity and vendor lock-in are typically much more significant. It's
also important to remember that overly complex environments tend to be more
fragile and both harder and more time-consuming to manage and change.
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Service provider assessment

When it comes to assessing service providers and specific services, the ranking
and rating of different criteria provides us with a good reminder of how much
needs to be considered (Figure 7).

Beyond the basics such as reputation, security, financial stability and so on, how would you sum up the following cloud service
provider assessment criteria?

Security and compliance certifications 17% % 5%
Option to mandate data storage in your country or region [N 22% 9% 8%
Absolute cost of services (competitiveness of fees) 29% 12% 7%
Range of service-level options (so you only pay for what you need) [ assm 13% 7%
Services based on accepted platform standards and open APIs [ INNNENEGEGEGEGEGEEEE N EEe 19% 8%
Ability to meet particularly demanding service level requirements 42% ] 0% 9%
Support, services and account teams in your country or region [ NNININEEEECN 25% 21% 19%
Flexibility and choice in relation to contracts and payment options | zssEmmy 27% 19%
Breadth of services, e.g. from private hosting to public cloud 47% 13% 15%
Knowledge/experience of working with organisations like yours [INNINEEEZIE a7 | 27% 21%
Geared up to support and work with you on a peer-to-peer basis |G- 30% 23% 22%
Association with an ecosystem of partners 30% 23% 28%
Brokerage/integrated management of third-party services [N 30% 25% 27%
Headquartered in your country or region [ IEEESEEN 165000 24% 47%
W Pretty much always important Important for specific use cases Can be worthwhile Rarely relevant Unsure

Figure 7 There's a lot to consider when assessing cloud providers

It's impossible for any list of criteria like this to be exhaustive, but what we've
laid out is a good starting point for selecting new cloud providers or reviewing
existing ones. Most of the elements are self-explanatory, though relevance and
weightings will obviously be dependent on your own situation and requirements.

That said, it's worth saying a few words about risk management. Much has been
written about security in relation to cloud services, so we won't dwell on that
particular area. Suffice to say that some of the biggest challenges here at the
time of writing are concerned with cross-boundary management of identity and
policy rather than the inherent security of the provider's environment.

Beyond security, feedback during the research suggests that regulatory risk is
also on many people’s minds in relation to cloud services. Examples of
requirements specifically called out in this area include:

“Contractually fixed locations for data storage and processing.”
“Better controls to deal with data sovereignty and data residency.”
“GDPR related guarantees.”

“Local ‘in country’ presence.”

“No presence in unfavourable countries.”

Again, no real surprises here, but that last comment is particularly interesting in
light of recent and ongoing geopolitical developments. Of course, what
constitutes an ‘unfavourable’ country depends on where you are located, the
jurisdictions in which you operate, and the other pressures to which your
business is subjected. This brings us nicely to the question of how service
provider allegiances, plans and activities might develop as we look forward.
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Better the Devil you know, or time for a change?

The first instinct of many participating in the research is to stick with what you
know, and in most cases this would appear to translate to a continuing
allegiance to the big American hyperscalers (Figure 8).

How much would you agree or disagree with the following statements?

The US-headquartered hyperscalers have historically been our first port of call 14%
The US-headquartered hyperscalers will be our first port of call in the future 17%

B Strongly agree W Agree Neutral/Unsure W Disagree M Strongly disagree

Figure 8 Most seem to be thinking “Better the Devil you know”

With ‘country first’ governmental policies and associated trade wars adding to an
already complex set of international regulatory considerations, however, another
factor is emerging. Close to two-thirds of study respondents say they are having
to look beyond where data is physically stored to consider where providers are
headquartered (Figure 9).

Legal/jurisdictional risk means we have to consider where a provider is headquartered

36%

29%
20%
12%
]

Strongly agree Agree Neutral/Unsure Disagree Strongly disagree
Figure 9 A new consideration has recently emerged
How this sentiment plays out in practice is difficult to predict. It's safe to say,
however, that this along with some of the other factors we have discussed

suggests a place for all types of provider. The message coming through is that
it's important to maintain an open mind and keep your options open (Figure 10).

Consideration of alternative providers

Non-US providers with broad international reach e.g. headquartered in Europe or Asia 48% 17% 35%
Specialist providers e.g. focused on a specific industry or use case 42% 1% 47%
Cloud brokers/arbitrageurs e.g. to consolidate usage and manage workloads across multiple clouds 41% 38% 21%
Local providers e.g. serving a specific country or geographic region 35% 17% 48%
Providers aligned with your infrastructure or application allegiances e.g. IBM, Dell, SAP, Salesforce.com 20% 21% 59%
The big, generic US-headquartered hyperscalers e.g. Amazon, Microsoft, Google 92%

W Would consider ® Would never consider (Currently using or previously dropped)

Figure 10 Minds are open, and there’s a place for all types of provider

The hyperscalers have much to offer, but so do specialists and regional players.
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Final thoughts

The results of this research confirm broad acceptance of cloud services as a
natural and often strategic part of enterprise IT delivery. Furthermore, based on
their experience over the past few years, indications are that many IT teams
know what they want and are increasingly taking control of the cloud agenda.

This may be bad news for some providers who for whatever reason are not that
well geared up to listen to customers and adapt to their evolving needs and
expectations. Such players will increasingly be found lacking as their services
and engagement models are scrutinised by customers that are much better
informed than in the early days of the cloud market.

More demanding and discerning customers, however, also leads to more
competition, which in turn drives innovation, efficiencies and openness. Indeed,
we can already see this happening. The hyperscalers, for example, have had to
take steps to integrate more effectively with on-premise IT, and come up with
more workable pricing models for core enterprise workloads. Regional players
and specialists, meanwhile, have continued to leverage customer intimacy,
engagement flexibility and operational agility to differentiate from the big guys.

Against this background, the one certainty is that the provider mix you have in
place today as a customer is unlikely to be optimal in one, three or five years
time. Let's therefore finish by reiterating the need to keep an open mind and
make sure you review your cloud service portfolio on a regular basis. More of the
same might well be the answer, but equally, it might not with the pace of change.

The bottom line is that it's still a relatively immature yet fast-moving market, so
you don’t want to miss opportunities to drive additional business advantage as
the service provider ecosystem evolves.
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About Freeform Dynamics

Freeform Dynamics is an IT industry analyst firm. Through our research and
insights, we help busy IT and business professionals get up to speed on the
latest technology developments, make better-informed investment decisions,
and get the best from the infrastructure, software and services they use.

For more information, and access to our library of free research, please visit
www.freeformdynamics.com or follow us on Twitter @FreeformCentral.

About OVHcloud

OVHcloud is a global cloud provider that specialises in delivering
industry-leading performance and cost-effective solutions to better manage,
secure, and scale data. OVHcloud provides a smarter alternative for web hosting,
emails, bare metal servers, hosted private cloud, hybrid and public cloud
solutions. The group manages 30 data centres across 12 sites in 4 continents,
manufacturing its own servers, building its own data centres and deploying its
own fibre-optic global network to achieve maximum efficiency. Through the
OVHcloud spirit of challenging the status quo, the company brings freedom,
security and innovation to solve data challenges — today and tomorrow. With a
20-year heritage and a solid European foundation, OVHcloud is committed to
developing responsible technologies, as the group strives to be the driving force
behind the next cloud evolution.

For more information please visit OVHcloud.
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